BGP

from theory to practice

Flavio LUCIANI
Antonio PRADO
TizianoTOFONI

NAMEX

K

<= REISS
—f' ROMOLI






Contents

CONTENTS

FOREWORD ...t e e e e e e e e e e 1

PRESENTATION ...ttt e e e e 3

1 — INTRODUGCTION ....cuiiiiiiiiteeiieeeee e e e e e e e e e 9
1.1 HISTORICAL NOTES ..ottt ettt ettt eneene s e 9
1.2 DEFINING AN AUTONOMOUS SYSTEM.....cooiiiiiiiieiieiieieeiteieee e 13
1.2.1 Single-homed AS ...t 14
1.2.2 MUlti-homed AS.......ooie ettt et 15
1.3 BGP AND THE INTERNET ECOSYSTEM ...coooiiiiiiieieiieecteee e 16
1.3.1 Relationships between ISPs: peering and transit ...........cccoeeveieeienieienieceneee e 18
1.3.2 Internet eXchange Point (IXP).......cccooriiiiiiiiee e 19
1.3.3 TSP ClasSIICATION -...eeeutieuiitieiieeii ettt ettt ettt s ettt e e e e e see e eees 20
1.4 BASIC OPERATION ..ottt ettt ettt estestene st s esessessessensensaneas 21
1.4.1 BGP as Path Vector ProtoCol.........ccoieiiiierieiieie et 22
1.4.2 Selecting the Dest Path..........ccoiiiiiiiie e s 23
1.4.3 BGP Process MOEL ......c.eouiiiiiieieiee et 24
1.4.4 ROULING POLICIES ...ttt et et 25
SUMMARY .ttt ettt ettt ettt st sttt e s e et ese et e st eseeseese et eeseeseeseeseesessesesensennan 28

2 - SESSIONS, MESSAGES, AND ATTRIBUTES ......ccoeveeeiiiieiieieies 29
2.1 BGP SESSTONS ...ttt ettt ettt sttt e e 29
2.1.1 Creating @ BGP SESSION ......c.ceoviiiieiiiiieiieiiete ettt sttt ste e sreeaesaeessesseessessaessessaensenns 30
2.1.2 Rules in €BGP SESSIONS ....cuveuieiiiiiiiieiieiiiiieteeieste ettt st eene 33
2.1.3 Rules in IBGP SESSIONS .....euveuieiiiiiiiieiieiiiieeteeteste ettt st 36
2.2 iBGP/IGP SYNCHRONIZATION .....oouiiiiiiiiitiitenieeeseeeeeee ettt 38
2.3 BGP MESSAGES ...ttt 41
2.3.1 OPEN MESSAZE ...uveeiuvieiieiieeiieeiteeieesteesttesiteestteesaeesteesseenseessseesseesnseessseeseesseesseenseesnne 42
2.3.2 UPDATE MESSAZE ....veeuveeuieeniieeiieeiiesiteesieeeteestteeteesteeeseesteessseesssesnseesssesnseesseesnseessnesnn 45
2.3.3 NOTIFICATION MESSAZE +.uvveeuveenreerureeniierireertreeaeesteeaseenseessseesssesseesssesssessseessseensessnne 47
2.3 4 KEEPALIVE MESSAZE....ccuviitieeiiieiieiiieesiiesteenite et estteeteenteesebeesaeesnseessaeenseenseesnseensnesnne 47
2.3.5 ROUTE REFRESH MESSAZE ... .veevieriiieiieiiieiieeieesieeeieesiee st esieesreesiaeenseeseeesseensnesnne 47
2.4 BGP ATTRIBUTES ...ttt sttt 48



BGP: from theory to practice

2.4.1 ORIGIN QUITDULE ....eueeeeiieiieieeiieeee ettt ettt ese s eneeee e e e 50
2.4.2 AS PATH QUITDULE ..ottt ettt ettt ee e 51
2.4.3 NEXT HOP QttriDULE ....eoueeiieiiiiieieieee ettt st 53
2.4.4 LOCAL PREF QttriDULE. ...c..cueiuieiieiieiieiietieie ettt ettt 56
2.4.5 ATOMIC AGGREGATE and AGGREGATOR attributes ..........ccccoveveeieieinerenennnn 58
2.4.6 COMMUNITY AttriDULES .....eoueiiieiieiiieie ettt sieens 59
2.4.7 MULTI_EXIT DISC (MED) attribute .........cccererterinienienieieieieieeeeeeeieeee e 65
2.4.8 Other AtITDULES ......eveieeeieee ettt ettt ne st eaeeee e ene e 66
2.5 BGP SELECTION PROCESS ...ttt 67
2.5.1 DECISION PIOCESS. ..ceuvieureeieeirrieteerseeenteesseesseessseesseessseesseessseeseesssessseessseesseessseessesssseeses 67
2.5 2 EXAMPIE Luoeiiiiiiiiiieiiece ettt st ettt ettt et e e et st e e aeesnaeebaennaeenees 69
2.5.3 EXAMPIE 2.ttt ettt et sttt ettt et e e e et esbeebeennteetaennaeennes 70
2.5 4 EXAMPIE 3..iiiiiiiiiieiiecieee ettt ettt ettt ettt et e e et e e esbe e bt e nnaeetaeenaeenees 72
2.6 MULTIPROTOCOL BGP ..ottt 73
2.6.1 Address-family SUpPPOIt NEZOTIAtION ......cc.eiuiruiriiiiiiteiteie et 73
2.6.2 MP_REACH NLRI and MP_UNREACH_ NLRI attributes.........cccceoveeeeeeercreneennnnn 74
2.6.3 A MP-BGP application: BGP o1 IPVO.........ccocuieiiiiiiieieciececeee e 77
SUMMARY .ottt ettt he et ettt et e e et e b et e s ensene et eneeseeneaseeneaneeaea 79
3 — FROM THEORY TO PRACTICE ... .ot 81
3.1 ESTABLISHING A BGP SESSION .....oouiiiiiiiiiiieiiieiirieiirieitsiesteeete et 83
3.1.1 BasiC CONfIGUIAtIONS ....ecveiuieieieieieeiieieetieieeetenee et eseeseeeaesseesesseenseessenseenseseensenseenes 83
312 EXAMPIC...ceieiiieiieiieiecie ettt ettt ettt et s se b nt et e et te st e teeneenneenes 89
3.1.3 Supporting RFC 8212 ....ooiiiiieiieiecieeeee ettt ens 93
3.1.4 Managing the BGP NexXt-HOp .....cccoooieiiiiiiiieieieeee e 95
3.1.5 MUltihop €BGP SESSIONS .....eovvevieiieiieiieiieiieieestt ettt st e s e s ens 99
3.1.6 BGP Sessions fOr IPVO .....cc.ocueiiiiiiiiiiiiiceceeseeeeee et 102
3.2 CONFIGURATION SCALABILITY ..ooottuiiiiietiieieieiesieie ettt sttt 107
3.2.1 BGP PEOT-ZIOUD . .ccuutiiutiiiieeiieiite ettt ettt ettt et ettt st e bt e st esiee st e siaeenreeeee 108
3.2.2 BGP PEer teMPLAtES ....viovieiiiiieiieiieie ettt ettt ae e seeaesseenaenseenaens 111
3.2.3 BGP configuration temMpPIates ...........ceecueruieieriieiiniieiesiieieeeeeseesee e seee e sae e aesseenaens 114
3.2.4 Dynamic BGP peer definition .........ccoocueiiieieniieiieiieieeiteie et 119
3.3 CHECKING BGP OPERATION .....oouiuiiiiiiiiiieieieteieieeiete ettt sttt 120
3.3.1 Session characteristics and StAte ...........c.ceceririririrerinirenee e 120
3.3.2 Display of BGP adVertiSements ............cceecuerieienieieniieieeieeseeeeeseeseesiesaessesaesseennens 123
3.4 TROUBLESHOOTING A BGP SESSION ......coooiiiiiiiieiirieitrieiesiet ettt 128
3.4.1 Unreachable IP-neighbor address: SYMpPtoms.........ccueeveierieriieienieeienieeiesie e sieeenens 129
3.4.3 Insufficient IP TTL: SYMPLOIMS ...c.eevvierieriieieiieieiieiesttetesteeeeseeeaeseeessesaessesenenseennens 132
3.4.4 Incorrect TCP/IP packets’ source IP address........ccoecverveiirieniinieniieiere e 133
SUMMARY .ttt ettt sttt sttt b e sttt et ettt et eae e 135
4 — ADVERTISEMENT MANIPULATION TOOLS ......coviiiiiiiieiieieeeeeeeeenn. 139
4.1 CISCO TOS XE TOOLS ..ottt ettt ettt sttt e e et eneeneenes 140
B B 5 (<3 1. ] PSRRI 140
4.1.2 COMMUNIEY-TIST ..eentitieiiietiete ettt ettt 142



Contents

1.3 ROULE-NAD ..ottt ettt et ettt e sttt e e e saaeebaessaeenseessseeseessseensaessseensaesnseenseens 143
4.2 CISCO IOS XR TOOLS: ROUTING POLICIES ......coiiiiieieeieeeeeeeeee e 148
4.2.1 BASIC @SPECLS .vveeurieiuieeieeeiieeiteeeiteeteesiteesseessteeseesseeesseessseenseessseesseessseenssesssesnseesseenseens 148
4.2.2 Conditions definition and OPETators .........cccueereerieeriieriieeiiiesieeseesreeseesaeenseesaeeseens 150
4.2.3 Nested routing POIICIES. .....eveuieieieieiieieee ettt ettt eae et seesbe st eeenean 152
4.2.4 DEfINING ACHIONS ....veeutiiieniiitieieetieteete ettt sttt sttt st et e bt e b es et et e bt eneesbeeneesae 153
4.2.5 ParametriZatiON ...c..eeoueiueeieriieieetiete ettt ettt ettt sttt ee et s et sttt en e ebe e nee 154
4.2.6 SEtS OF VAIUES. .....evieeieiiee ettt sttt ettt ettt be et et eeenean 156
4.2.7 Prefix-based CONAILIONS .....cveieieieieiieiieie ettt seeneas 157
4.2.8 Community value-based cONAItIONS .........cceeiriiirirenieieeeeiee e 158
4.3 JUNOS TOOLS ..ottt ettt s e st seeae et beebeebeebeseeenenean 159
4.3.1 How do routing policies WOTK .........cccueiiiiiiiiiiiieeseee e 159
4.3.2 CONTIGUIALION ...c..eeuiiiiietieieeteet ettt ettt ettt ettt b et e bt es bt et eebe e e seeeneeeaee 161
4.3.3 Prefix-based conditions: route-filter and prefix-1ist..........cccoeveeivieciinieciicieeceee 163
4.3.4 Community value-based CONAItIONS .........cceriiiiiririerieieeeeie et 167
4.4 AS PATH-BASED CONDITIONS.....cotiiitiietiiiet ettt 168
4.4.1 Regular Expressions in Cisco platforms ..........ccocooerererieiienieieieeeececee e 169
4.4.2 Regular Expressions in Juniper platforms.........c.cceoerierenieninienieieneeeceescee e 174
SUMMARY ettt ettt ettt ettt ettt e et e st eae e st e st ebeebeeseeteebeabeeseabenbennens 178
5 - GENERATING BGP ADVERTISEMENTS ......coviiiiiiiiiiiieiieeeeeeeeeeene 179
5.1 MANUAL GENERATION ....cooiiiiiiiiieietse sttt s 179
5.1.1 Manual generation in CiSCO PlatfOrms .........cceeierierierierierie e 179
5.1.2 Manual generation in Juniper platforms ............cccooveeviirieneiiiene e 182
5.2 DEFAULT ROUTE GENERATION .....c.ooiiiiiiiiinieneteeneeee ettt 184
5.2.1 Default route generation in Cisco platforms ...........ccceceevieriiriienieiiesecieeeee e 184
5.2.2 Default route generation in Juniper platforms ..........coccooceeveiieneiienicieeeeeeeee 186
5.2.3 Conditional ENEIatioN .........c.cceervieieriieieiieieete et ee et ee e eaesaebeseaeaeesaeseeneeseens 187
5.3 IP PREFIX AGGREGATION.....c.coiiiiiiiiiiiiiiieneeere ettt 190
5.3.1 Aggregation and BGP AttriDULES........cc.eeiiriieiiiieieeeeie e 191
5.3.2 LOOP PIEVEINTION ...eviiienieeiienieeiieteeetesteesteteeseeseensesseessesseessesseensesssensesssensesssensenssensenns 193
5.3.3 AGEregation SCENMATIOS .....ecveerueereerrerietierteteeseenseessesseessesseesesseensesssessesssesesssensenssensenns 194
5.3.4 Configuration in CiSCO Platforms ..........ccvevvieiierieiiirieie e 197
5.3.5 Configuration in Juniper platforms ...........cceceeieiierierieiiee e 200
5.4 REDISTRIBUTION IN BGP ....coooiiiiiiiiiiiiiiiiseeseeeeeeee ettt 206
5.4.1 Static route rediStriDULION .......c.eoiiiririrtirirteee et 207
5.4.2 OSPF->BGP rediStribUtION .......coueiuiriiriiiiiniisieieie ettt 209
SUMMARY ..ttt ettt ettt b e eb bbbt be s bbb naen 211
6 — ROUTE FILTERING ....coiiiiiieeeeeeee e 213
6.1 FILTERING TYPES. ...ttt et s 213
6.1.1 INDOUNA FIIEETING ... e eneeeeieiii ettt et 214
6.1.2 OUutboUNd fIIEETING .....eoveeniieiieit ettt 215
6.2 PREFIX FILTERING ....ouiiiiiiiiieeeeeee ettt ese et s enen 216
6.2.1 Prefix filtering in Cisco IOS XE.......cooiiiiiiiiiiieeeeee e 216



BGP: from theory to practice

6.2.2 Prefix filtering in Cisco IOS XR ....ouiiiiiiiiiiiiiiieiee e 219
6.2.3 Prefix filtering in JUNOS ......ooiiiiiiiieeeeee ettt 220
6.3 AS PATH-BASED FILTERS. ..ottt 223
6.3.1 How to avoid becoming a transit AS.........ccooieiiiieiinieieniee e 223
6.3.2 Selective filtering of prefixes received from an Upstream Provider-............c.ccccocue... 225
6.3.3 Filtering advertisements within an IXP...........ccocoiiiiiiiiniinieeeeeee 226
6.4 COMMUNITY-BASED FILTERS .....coiiiiieeeeee et 227
6.4.1 A preliminary step: COMMUNITY attribute propagation..........cc.cceceevervenereenennens 228
0.4.2 CASE STUAY ..euveteeniieiiete ettt ettt ettt a et b et ettt eneens 229
6.5 FILTER APPLICATION ..ottt ettt sttt eneae 233
6.5.1 The soft reconfiguration fUNCtION ...........coeciiiiiiiiiiiieree e 233
6.5.2 The route refresh fUNCHON ... .....ooiiiiiii e 235
6.6 OUTBOUND ROUTE FILTERING .....cuiiiiiiiiieieeeeee ettt 237
6.6.1 Filter deSCIIPLION ...ovviuviieieii ettt ettt ettt ettt saeeseereebe e e e saeesaesseesnens 238
6.6.2 Extended ROUTE REFRESH MESSAZE ......c.eeueruireiriiiiiiiiiieiesieieeee e 238
6.6.3 Negotiating the ORF funcCtion.........cccoeieiiiiiiiiirc e 241
6.6.4 CONfIGUIAtioN ASPECES ...c..vetiiiieiiiiieie ittt ettt ettt ettt siee e st esaeseeenaeeenens 241
SUMMOARY .ttt ettt a e et e e et b e se e et e be et e b e b e e enteneene e st eneeneeneeee 248
7 — TRAFFIC MANAGEMENT POLICIES.......ccoiiiiiiiiieeeieieeeeeeeeees 249
7.1 SELECTION PROCESS IN CISCO AND JUNIPER ROUTERS .......ccccvveiniirieinienes 249
7.1.1 Selection process i CISCO TOULETS. .....c.veviruerreeierrieiesteeteseeessesseessessaessesaessessessensnens 250
7.1.2 Selection process i JUNIPET TOULETS ......cveeeerieeierrieieetieieseeeeeeeeesesseessesaessesaesseesnens 254
7.2 OUTBOUND TRAFFIC MANAGEMENT .......ccocotiiiieinieiirieieseteiee e 258
7.2.1 Outbound traffic management in CiSCO TOULETS ........c..cveiereeerieeieneeeienieniesseeeenseeenens 258
7.2.2 Outbound traffic management in JUNIPEr FOULETS...........evueriereirierieeieieeiene e 260
7.3 INBOUND TRAFFIC MANAGEMENT ......coiiiiiiiiiiceeeeee e 263
7.3.1 Management CIItETIA ... ...verveerereeeieteeeterteetesteestesseetesseestesseensesseesesseessessaessesssensensnens 264
7.3.2 Inbound traffic management via AS _PATH prepending..........cccoeveevervecieneeiennennnns 265
7.3.3 Inbound traffic management via MED..........cccccoiiiiiiiiiiiiiice e 269
7.3.4 Use of the COMMUNITY attribute ........ccceeiririnirininiiienierecieeetee e 273
7.4 INTER-AS OPTIMAL ROUTING: THE AIGP ATTRIBUTE ......cccceotviiriiireieieieiees 276
T4 T THE ISSUC. ...ttt ettt ettt ettt b b sttt bttt ettt et bt et ebesbeenea 276
7.4.2 The AIGP ttriDULE .....ccveviiiiiiiieccec ettt 277
743 A DIt OF thEOTY.c..ieuiieiieieeeiee ettt st et se e e sse e nseenaens 279
T A4 CaSC STUAY ...cueiiieiieiiete ettt ettt ettt ettt ettt et e est e st e e saeebeene e seenaenseenaenseenaens 280
7.5 FINAL CASE STUDY ..utitiitiitiestenteseee ettt sttt ettt 285
7.5.1 Customer-side routing POLICICS ......ccververiirieriieieeiieieetteteeteeee et eseeseessesaesseeaesseennens 286
7.5.2 Upstream Provider side aggregation and routing poliCies ..........ccccevvverervererveriennnnns 295
SUMMARY .ttt ettt sttt sttt b e sttt et ettt et eae e 299
8 — BGP IN SERVICE PROVIDER NETWORKS........cccooiiiiiiiiiiiie 303
8.1 PROLOGUE: ISP NETWORK ARCHITECTURE.......ccectiiiiiiiiieeee e 303
8.1.1 Topology: Access, Aggregation, Backbone............ccociiiiiiiiiiiiiiniic e, 304
8.2 ROUTING ARCHITECTURE IN ISP NETWORKS.......occiiiiiiiiiiiee e 307



Contents

8.2.1 ROle Of IGP and BGP ..ot 307
8.2.2 Reducing the number of IBGP SESSIONS ........couerieiiieieieieiieeeceeeeee e 309
8.2.3 BGP/MPLS 1routing archit@CtUIE .......cccuveeiieriieeiieeiieeieeeite et esiee e eiee e eaeesreenaeeeenes 310
8.2.4 Configuration DESt PraCtiCeS.......civiiiiriieiiriieieetieteete ettt eae e ebe s e e easebeessereens 311
8.3 ROUTE REFLECTION .....ccciiiitiiiiitiieiiiieteiet ettt sttt 312
8.3.1 Advertisement propagation TULES...........ccuervierierrieriieeeieeeeee e eae e ere e saeeeebeeeeesens 314
8.3.2 Fault-tolerant Route Reflector configurations.............ccoccvevuevierieiieniieieneeieeeeenens 314
8.3.3 LOOD PIEVEINTION ...evvivieeriieieiietieteetteteeteesteesteeseessesseestesseessesseessesssessesssessesssessenssesenns 316
8.3.4 Route Reflector and forwarding path .............ccocovviiiiiiiiiiiiiicce e 317
8.3.5 Optimal Route Reflector allocation............ccccueeieriirieriiiieie e 318
8.3.6 CONfiGUIrAtioN ASPECTS ...cvviivieiiiiieiieeietieetesteeteete e eteetesteeaesaeesesesesessaesessaesseesseseans 321
8.3.7 CaSE StUAY ....uiiiiitieii ettt ettt ettt et e ettt aa b e ra e beeta e beeneereens 322
8.4 BGP CONFEDERATION .....cooiiiiiiiiiiiieieieteieteiete ettt sttt 326
8.4.1 Intra-confederation eBGP SESSIONS .........cceiiiriiriirieiiieieieecc e 326
8.4.2 Updating the AS PATH ..ottt 327
8.4.3 CoNfiGUIrAtion ASPECTS ...cuveivieiieiieiieeietieiiesteeteete et e st etesteeaesseesesseessesssesesssenseessensenns 329
844 CaSC StUAY ...uieieiiieie ettt ettt ettt ettt ettt ae et e ra e beetaenbeeneenseens 330
8.5 INTERCONNECTION BETWEEN SERVICE PROVIDERS.........ccooeiiiiiniiiieenen 333
8.5.1 Interconnection between 1oCal PEEIS ........ccveiirrieiierieieeiieee et 334
8.5.2 Interconnection with Upstream Providers...........ccceevevierieniiiienie e 339
8.6 FILTERING BEST PRACTICES ..ottt 341
8.6.1 Route leak classifiCation ............ccooiiiiiiiiiiiioiiii e 342
8.6.2 Non-routable prefix filtering .........occevieierieiieeieeet e 343
8.6.3 Filters in peering relations........c.cevirieerieririinienieeieiee ettt st 344
8.6.4 Filters in transit TelationS..........cuevvieieriieierieeieett et eie et ee st ae e eeeeeees 345
8.6.5 Filters in customer side BGP SESSIONS.......c.eecueruieiiirieieiieie et 346
8.7 USING THE COMMUNITY ATTRIBUTE........ccoeitiiitiriiieieeieieieeeeeeee e 346
8.7.1 CaSE SUAY ...cuveuiiuiiiieiieiieiiee ettt ettt et 347
8.8 USE OF THE ROUTE FLAP DAMPING ......cccooiiiiiiiiiiieieiesieeeeeeeeiee e 349
8.8.1 RFD OPCIAtiON ......eeiiiieiieiieieetieteei ettt ettt ettt ettt e s e st e seeneenseeneenseens 349
8.8.2 CONfIGUIation ASPECTS ...cuueveeiieiieiieiietieiiete et ettt ete st e e st eteseeenteeseeeeeneenseeneeseens 352
8.8.3 Guidelines for RFD appliCation ...........cccuerieiieruieiienieie st 354
SUMMARY ..ottt ettt ettt ettt ettt e et te s e s et e st et entasseseeseeseeseeseeseesessessessensennens 356
9 - BGP IN ENTERPRISE NETWORKS .....cootiicieceeeeeeeeeeeeeeeeeeeeeee 357
9.1 GENERAL CONSIDERATIONS ......ooiiiiiieiiieirieierieit ettt ettt saene 358
9.1.1 Connection types: Pros and COMS........ccviurrreeruerierieereereereeseeseesseeseessesseesseessesseessesses 358
9.1 2 USE OF BGP....iiiiee ettt 359
9.1.3 IP prefix propagation from PE t0 CE .........ccocciiiiiiiiiiicieeccc e 359
9.2 CUSTOMERS CONNECTED TO A SINGLE ISP .....ccoviiiiiirieirieieeeeeeeesee e 360
9.2.1 NUMDETING PLANS ..evvivieiiieiieie ettt ettt ettt ettt e e esseeseesseeseesseesaesseennenseas 360
9.2.2 SINGIE CONMNECLION .....vevieiiieeieii ettt ettt ettt ettt et ete e seesseeseesseensesseenaesseennenneas 363
9.2.3 Redundant CONMNECHIONS .......cueieieieieiieiieieite ettt ettt ettt sttt 364
9.2.4 Redundant connections: primary/backup routing policies.............ccoevrvvererriereenenenn 366
9.2.5 Redundant connections: load balancing/sharing..............ccocceevveviecieniiiieneeieeeeeeen 375
9.2.6 Distribution of outbound traffic on connections with different bandwidth................. 381



BGP: from theory to practice

9.3 MULTI-HOMED CUSTOMERS .....coiiiiiiiee e 387
9.3.1 NUMDETING PLANS ...ttt sttt sttt s e e 387
9.3.2 ROULING POLICIES .vieiiieiiieiiieiieeiie ettt ettt sebe s e enaeeeeas 391
SUMMOARY .ttt e e h ettt ettt et b et et et et et et e s e enee st eneeaeeneeee 393

10 — SECURITY ASPECTS ...ttt 395

10.1 TYPES OF ATTACKS AND VULNERABILITY ...ooovetiieiinieiinieecreeseeeieeieeeeeeieee 395
10.1.1 SeSSION ALEACKS ....vevieiiieiieie ettt ettt eneennes 396
10.1.2 Denial of Service (DoS) attacks.........ccoeievierierieiieeseecee e 397
10.1.3 Unethical DERAVIOT .......c.eeiiieieiieiieit ettt 400
10.1.4 VUINETADIIIEY ...ttt ettt ene s 401
10.1.5 Real Case Study of Prefix Hijacking......c..cceoveeieiriininininiciincicncicieieeeeeescenens 401

10.2 PROTECTING A BGP SESSTON ......oiiiiiiiiieieieieiieit ettt enees 402
10.2.1 Authenticating BGP MESSAZES ......ecveeeeriieieriieieiieeie et 402
10.2.2 TCP LV fIIERIS ...ttt ettt et e e e e eee s 405
10.2.3 Secure TTL Management ...........ccueeuieiirierieneeie sttt see e seeenees 406

10.3 PROTECTION AGAINST DOS ATTACKS . .....ciiiieieiiteiteeee e 409
10.3.1 Limiting the number of prefixes received .........coovriiiiiinieiieeeee e, 409
10.3.2 Limiting the length of the AS PATH ......cocoiiiiiiiieeee e, 411

10.4 PROTECTION AGAINST DDoS ATTACKS: RTBH ......ccocoiiiiiiieeeeeeeeee 413
10.4.1 Destination-based RTBH ..........cccoiiiiiiiiie e 414
10.4.2 Source-based RTBH........cc.ooiiiiiiiie e 417
10.4.3 Case Study: RTBH in an IXP .......occcoiiiiiiiiiie e 418

10.5 PROTECTION AGAINST DDoS ATTACKS: BGP FLOWSPEC.......cccooeiiiiiiieee 425
10.5.1 Traffic oW COAINE ...cuviiiieiiiiieieee et 426
10.5.2 Defining the CHIONS. ....cc.vetiitieiieiieie ettt ettt see e s 430
10.5.3 Advertisement validation ...........ccooerereieieeieeiee et 431
10.5.4 CONfiguration @SPECLS ........eeueeuiruereirterierteseeieteeete ettt ettt stesteete st seeeeneeee e eneeneeneeneas 432
10.5.5 Case Study: redirecting a flow to a scrubbing center...........ccoecvevveeeevreeeeneeienneennn. 436

10.6 ROUTE ORIGIN VALIDATION ..ottt 442
10.6.1 RPKI QrChit@CtUIE......coveetiiiieietiiesieeteee ettt 443
10.6.2 RPKI and prefix hijacking.......c.occvevvieiiriiiiiiieiecieeie sttt 444
10.6.3 Route Origin Authorization (ROA)..........ccevieriiiieiesieieeeee e 445
10.6.4 Advertisement Validation ...........c.ooerereiieieieieeieeecese et 446
10.6.5 Best implementation PraCtiCES .........ievverrieriereeriereeieseesseeeeeseeseesseeseesseessesseessesseesnas 447
10.6.6 Configuration aspects: Cisco platforms (I0OS XE/XR) .....ccevvvvviviieienieienieieeeeennn, 448
10.6.7 Configuration aspects: Juniper platforms (JUNOS).......c..ccevvirievievienieieeeeie e, 450
10.6.8 CaSE STUAY ....eeneenieiieiieieeteeee ettt sttt ettt eae 452

10.7 VALIDATING SOURCE IP ADDRESSES ....c.ooiiiiiiiiiiiereeeeeeeeeeeeeee 458
LO.7.1 TP SPOOTING ....otieiiiiieieeieeieettete ettt ettt ettt sttt esa e b e esaeseesaenseenseeneennas 459
10.7.2 SAV and BCP 38 ...ttt 460
10.7.3 SAV and BCP 84 ......ouiiiiiiiiieee ettt 461

10.8 NOTES ON THE BGPsec ARCHITECTURE........ccoceviiinininiiieieeccceceeeeee 462
10.8.1 ThE PIOtOCOL ....veciieiieiieiieie ettt ettt se e sseeneeeneennes 463

LO.O ASPA ..ttt bbbttt ettt et 465

10.10 CONFIGURATION VERIFIABILITY ...cuviiiiiiiiinieienienteescseeeeeee ettt 465

Vi



Contents

TO. 0.1 TRE tOOIS .. uveeieieiieeiie ettt ettt ettt st et e e st e e steeesaeebaeesbeenseeseseensaessseeseennneenes 466
1O.10.2 BAfISH .ttt ettt ettt 466
10.10.3 HOW 1t WOTKS ..ottt eae e eaaeeenns 466
SUMMARY ..ottt ettt ettt et ettt e b e st e be s e s esbe st estessasseseeseaseeseeseeseeseesessesesensens 468
11 - THE ROLE OF BGP IN MPLS SERVICES..........cooiriiicccieeeee, 469
11.1 BGP IN L3VPN SERVICES .....oiiiiiiieiieteii ettt ettt ees 470
11.1.1 Preface: L3VPN SEIVICES ....icvuieiiiiiieeieetiecieeteeeiteesteeeiteeteesaeeseeseveesseeseseesseessneenns 471
11.1.2 The role of BGP in populating the VRFS ........ccocoviiiiiiiiicei e 472
11.1.3 BGP as PE-CE routing protoCOL...........ccceririierierieniieienieeeeeeenieeeenae e ssesee e sneas 477
11.1.4 The auto-diSCOVETY fUNCHON. .....cc.iiiiiiiiesieeieciieieet ettt eaeas 482
11.1.5 Notes on BGP’s role in multicast L3VPN SEIrviCes.......ccevveveruieeenieeierieeiesieerennnas 485
11.2 BGP IN L2VPN SERVICES .....oiiiiiiiitiitit ettt et 486
11.2.1 Preface: L2VPN SEIVICES ...cveeueeriiiienieiierieeitesteeieeteete et et eeee e nee st sae e see e nneas 486
11.2.2 BGP in the VPLS MOdel....c.ooiiiiiiieieieieeeee e 487
11.2.3 BGP in the EVPN MOdel......coiiiiiiieiieicieieeee et 493
11.3 BGP IN IPv6 TRANSPORT ON IPv4/MPLS NETWORKS........cccccveieiniiierieiiieienen 497
SUMMARY .ttt ettt ettt be bbbt sttt s b bbb neen 501
12 — CONVERGENCGCE ASPECTS ... 504
12.1 PARAMETERS OPTIMIZATION ......ccoiiiiiiiiiitiiiieieteietesieie ettt ese e sseneas 504
12.1.1 BGP HIMIETS .ottt ettt sttt 505
12.1.2 The MRAI timer and BGP path hunting ............ccccocveviiviieniieienieieecieeeee e 508
12.1.3 TCP connection parameter adjuStment..........c.ccveeverreerieeierrieienieeiesieeeesreeeeereeseseeas 510
12.1.4 Queue length adjuStmMeEnt.........cc.cveiriiiiiiieiee e 511
12.2 BGP SESSION FAST FAILURE DETECTION......cciiiiiieiiieieeeet e 512
12.2.1 The fast external fall-over fUNCtion............ceoeiieiiiiieiieieeeee e 513
12.2.2 The fast peering deactivation fUnCtion............cceecuerieriirienieiere e 517
12.3 RECALCULATING THE BGP NEXT-HOP ........cccociiiiiieieieieiceeit et 519
12.3.1 From the time-driven BGP to the event-driven BGP............cccccoovviviiiiniiiiiee 519
12.3.2 The BGP Next-Hop Tracking function ............c.cceevevieeieniieienieeienie e 520
12.3.3 CaSE SEUAY .vvvevvitieiiieieeieete ettt ettt ettt e e te b ete et e e reeaeera e neeneesaeenneaaeas 523
12.3.4 BGP fast external fall-over and BGP NHT: differences ..........cccoocoveniiiicniinnennn. 526
12.4 CONVERGENCE ON THE CONTROL PLANE AND DATA PLANE.........cccccooeeen.e. 526
12.4.1 Convergence on the control plane...........ccceeoeiieiiiieiinieecee e 526
12.4.2 Flat FIBs and hierarchical FIBS ..........ccccoiiiiiiiiiiiiiiieciiecie e 532
12.4.3 BGP Prefix Independent Convergence (BGP PIC) .......ccocovvieviiiiiniiieieeeeee 536
12.4.4 SOME ACSIZN ASPECLS...eeuvieeierrieeieiieierieete st etesteeaesteese et essesseeseeseensessaesseensesseensensens 538
12.4.5 BGP PIC configuration in CiSco platforms...........cceevvevieviieierieeienieeieseeee e 539
12.4.6 BGP PIC configuration in Juniper platforms ............cccoecvevvieievieieneeieseceeceeen 542
12.5 PATH DIVERSITY FUNCTIONS .....ooitiiiiiiiiee ettt et 543
12.5.1 BGP Best External function ............cooeiieiiiieiieieseeseeeee et 545
12.5.2 BGP Add Path fUNCHION .......oociiiiiiiiiecie ettt e 549
12.5.3 BGP Diverse Path fUnCtion ...........ccceeoiiiiiiiiiiiiicce et 557
SUMMARY .ttt ettt ettt ettt et b e eb bbbt be b et be e 562

Vii



BGP: from theory to practice

183 = BEST PRACTICE ...ttt 566
13.1 ESTABLISHING AND PROTECTING THE SESSIONS .....cccooiiiiiiiieeeeieeecee 566
13.1.1 Best practices to establish @ SESSION .........cccevieriiiieriiiieieeecre e 566
13.1.2 Best practices tO PrOtECt @ SESSION .....eerurerriereeereerireereeieesteessreeereesaeesseesseeenseenseesns 567
13.2 ROUTE FILTERING ..ottt et 569
13.2.1 GENETAL ASPECES...cuvieeieeiiieitieeieeitie et esite et e st e ebe et e eteeteesabeesseessseessaessseenseeanseenseeans 570
13.2.2 Filtering on €BGP SESSIONS ......ccvevvieiiirieieiieeieiteetesieeteeteeveeteesre e sseessesseesseereennas 572
13.3 SECURITY ettt ettt ettt ettt ettt et neeseeneeneeneas 574
13.4 MANRS — Mutually Agreed Norms For Routing Security .........cccccoveevvenieienreeieeneennn. 574
N e o N D 578
A.1 AS4 PATH AND AS4 AGGREGATOR ATTRIBUTE .......cccocovririiiiieieieieeee e 578
A.2 WIRESHARK ANALYSIS OF TCP AND BGP MESSAGES ..o, 582
A3 FINITE-STATE MACHINE ..ottt 584
A3.1 Events at the core 0f the FSM .......ccoiiiiiiiiiiiiiiieeeee e 584
A3.2 The finite state MACRINE........cceiiriiiiiiiiiicic s 585
A.4 REGULAR EXPRESSIONS FOR COMMUNITIES .....c.ccviiiiininieieieeieeecieeenes 587
A.5 GRACEFUL RESTART OPERATION ......oceiiiiiiiieirieisieeieeieeieeie et 589
A.5.1 Description of the standard mechaniSm .............ccooceevvreieririienieieceee e 589
ALS5.2 TMPICMENLALION. ...ttt ettt ettt et e e steeseesseesaesbeesaesseensesseensenneanes 592
A.6 ADVANCED MED MANAGEMENT .....c.ootiiiiiiiieisieeeee et 595
A.7 CASE STUDY on RFD’S APPLICATION .....cccctiiiieirieieieieieieieeieeee et 597
A.7.1 Case Study in Cisco IOS XE environment............cceecueeiereeiereeieseeieseeieseeeeeeeeenns 597
A.7.2 Case Study in JUNOS ENVIFONMENT .......cceeiieeierieeieieeieneeeiesieeaesieeaesseenaesseeneeeseenns 600
A.8 BGP MONITORING PROTOCOL (BMP)...c.cveuiieiiieiirieieieieicieieeieeieseee s 605
AL8.1 T PrOtOCOL ..ottt ettt ettt et esse e be e st e sseensesseensenseenes 605
A.8.2 ROULET CONFIGUIALION. .....eviiiieiieiieiieiteie ettt ettt esseeneeeneenes 605
A.8.3 Monitoring station based 0N PMACCE .......c.eevvirieriieieiieierie e 608
ALD XBGP. ettt ettt 609
AL9.1 BEYONd SDN ..ottt ettt sttt be et eeteenteeneenes 609
AL9.2 Valley-f1eE TOULINEZ. ... .cvvieiieiiiieiieiecieeee ettt et sae e beenaesseensesseenseeneenes 610
BIBLIOGRAPHY ...ttt 613
ANALYTICAL INDEX ... .ot e e e e e e e e e e e e e e e e e 615

viii



FOREWORD

Back in 2011, Reiss Romoli published the first edition of the book “BGP: From Theory to
Practice”, written by Tiziano Tofoni. Many years have gone by since then, and the author of the
first edition deemed it necessary for it to undergo an extensive review, since, in the meantime,
BGP — although quite consolidated — underwent its own evolution. New techniques significantly
improved its security and convergence speed aspects — the two Achilles’s heels of the first BGP
versions.

Despite our different professional journeys, we all have a common denominator in BGP.
According to our ‘vision’, BGP is the standard protocol without which the entire Internet would
not be possible. And this has been proven over the years, since BGP has gained such consensus
that it has become the most important protocol for IP networks — the true supporting structure of
the “Internet ecosystem”.

BGP is based on simple, yet effective concepts, which allow for an extremely flexible use of this
protocol. Although it was born and designed as an inter-domain routing protocol, today BGP is
broadly employed also in other fields, such as:

e In modern public Service Provider networks, where it plays a key role in the overall
routing architecture, because — thanks to its proven scalability — it has turned out to be
a very efficient tool also to distribute external routing information within the network.

e In MPLS services control plane;

e For “painless” IPv4 to IPv6 migration, without major impacts on the backbone of the
Service Providers;

e  As private network access protocol to Service Provider networks;

e As IGP in big Data Centers, where it acts as routing protocol on the underlay network,
and as transfer for several kinds of information on the overlay network.

Rather than an actual routing protocol in the traditional sense, BGP is routing policy application
protocol. Indeed, in its definition, the protocol designers did not focus on some of the typical
aspects of standard routing protocols, such as convergence speed and security. Rather, they focused
on making the exchange of large quantities of IP prefixes scalable — and they certainly succeed in
doing so, if we consider that today, in the routers used by large IP networks, BGP can manage the
exchange of routing information related to almost one million IP prefixes.

All this has driven us to follow BGP’s evolution up close, and to spread its knowledge to a vast
audience of insiders. This is how the idea of writing a second edition of the original book came
about. Following the spirit of the first edition, this edition also pursued the goal of combining
theory and practice, and tried not to be only a (debatable) presentation of the standard. This is why,
apart from explaining in detail and with many examples how the protocol works and its role in IP
networks and in the entire Internet ecosystem, the book also includes many practical application
examples, resulting from many years of experience.

In the way it is conceived, the book requires solid notions on TCP/IP architecture, and on IP
routing fundamentals in particular. Moreover, since it covers several configuration aspects, both



in Cisco (I0S/I0S-XE/IOS-XR) and in Juniper (JUNOS) environments, it also requires a basic
knowledge of these Operating Systems. Nevertheless, we firmly believe that being knowledgeable
about a specific Operating System is not so important, once the basic concept behind the protocol
and its services have been acquired. Jumping from one technology to another is just a question
of learning the basic commands, and understanding how the protocol was implemented by that
specific developer, with this last aspect being crucial in machine TCL scenarios.

In general, this is an upper-intermediate level book, while the notions on BGP can be read
both by readers with basic knowledge who wish to deepen its concepts, and by those with no
understanding of this standard. It is addressed to the wide audience of Internetworking experts,
both on the Service Provider network and on the private network side (see all institutions such as
Banks, Industries, Public Administrations, many of which have Corporate Networks based on the
IP/MPLS backbone).

We hope that reading it will help, apart from understanding the standard’s theoretical-practical
fundamentals, also to grasp the importance of an intensive use of BGP in IP networks.

Flavio Luciani
Antonio Prado
Tiziano Tofoni



PRESENTATION

I was born in 1963 and I’ve always been attracted to technology; telecommunications have always
fascinated me. I’ve always been curious about stories.

One of my favourite stories about telecommunications was about the Reiss Romoli Graduate
School.

It talked about a graduated school founded in 1976, under the initiative of the STET Group, and
then passed on to Telecom Italia, devoted to post-graduate education of young minds who would
be sent for months to L’Aquila, in a campus equipped with all amenities (labs, swimming pool,
gym, library), and there they were trained to become the new ranks of engineers and executives
of the former monopoly.

I met many of these former young people, trained at the Reiss Romoli, who, over the years, went
on to cover strategic positions in Tim and in other Italian ISP, and I’ve listened to their many
stories. Stories of a top-level school.

Stories of young people who studied hard, and who were also young people trying to enjoy that
experience in the best way possible, and so they held “harmless breakouts” at night from this
barrack-school that sometimes did not agree with their age.

Nice stories.

It was rumoured they had very good, and very passionate professors.

To me, the school and its professors were sort of legends, because I never met them. L’ Aquila
is a city I’m familiar with. I lived there for a while, when I was working at the Physics Labs
underneath the Gran Sasso mountains. For some reason, I never visited the campus of the Reiss
Romoli School in L’ Aquila.

Then, one day, Flavio Luciani, our CTO at Namex, talked to me about meeting one of these
mythical professors, Tiziano Tofoni, and told me about the possibility of working with him.
During an ITNOG event in Bologna, I met Tiziano and “BGP: From Theory to Practice”, the book
he wrote and published in 2011, and discovered it was a stable book in our community. Many of
the technicians and engineers employed in Italian ISPs were formed by that book.

During the conference breaks, we came up with the idea that saw us collaborate all these years
— train the employees of Namex-partner ISPs, through the great experience of the Reiss Romoli
School.

The matter was that many ISPs connecting to Namex needed to train their newly hires and hold
update courses for existing staff. Finding these courses on the market was certainly no easy task.
There weren’t many companies offering training on such specific topics, like the one ISPs are
interested in (BGP, MPLS, DNS, IPv6, etc.), on the market; and even less of them were able to
offer a quality equalling that of the Reiss Romoli School. What’s more, the cost was very high,
especially for smaller ISPs.

There were other lunches after that event. I had the chance to see the old campus at the Reiss
Romoli School, even if only from the outside, since it is no longer open.

We decided to found the Namex School Of Advanced Networking, with the motto “Training
Course for ISPs made by ISPs”.



It was 2019.

The first SOAN catalogue started with the classes that were part of the Reiss Romoli catalogue
(3 days, and, in some cases, exam + final certification), which we decided to enrich with
contributions/workshops by our CTO Flavio Luciani and by experts/friends from Namex-member
ISPs, such as Antonio Prado — a benchmark of the Italian ISP and PA community, whom I met
many years earlier, when he was working for one of Namex-member ISPs.

We decided to offer the classes free of charge, using part of the revenue from the services offered
by Namex to the ISPs. Tiziano’s book on BGP was the reference book of the most popular class
— that on BGP.

It was a success. Since then, Namex has provided, in all editions, over 50 classes, training hundreds
of people, and — more importantly — it fostered a moment of aggregation and debate between the
people that “deal with the Internet” in Italy.

It’s something I’m especially proud of, and I hope it will go down in Namex history (small in
absolute terms, yet so big for us living it).

The cherry on top is this new edition of the BGP book, wanted by “Admiral” Tiziano, with his
First Officers Antonio and Flavio. Namex has enthusiastically joined the sponsorship request, right
from the start, counting on the fact that it can continue to be a reference for all those professionals
dealing with interdomain interconnection, and with the Internet ecosystem in general, for many
years to come.

A big thank you to Antonio, Flavio and Tiziano, who worked on this new edition.

A thank you to the Reiss Romoli School, editor of the book, which has trained Italian
telecommunication professionals for decades, keeping the quality level very high.

And lastly, a thank you to Namex-member ISPs, which, with their feedback, prompted us to start
the Namex School Of Advanced Networking and to improve it, year after year.

Maurizio Goretti
Namex CEO
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Those who fall for practice without science are like the helmsman who enters
a ship without a rudder or compass who never has certainty where he is going.
Always practice must be built on top of good theory.

(Leonardo da Vinci)






Chapter 1: Introduction

1 — INTRODUCTION

BGP (Border Gateway Protocol) was created as a standard EGP (Exterior Gateway Protocol)
protocol, that is, it was developed to exchange routing information between different Autonomous
Systems (ASes). The version currently used is number 4, defined in RFC 1771 — 4 Border Gateway
Protocol 4 (BGP-4), March 1995, rewritten with the same title in January 2006 as RFC 4271. Its
main characteristics are the following:

e it is a Path Vector routing protocol, which means it is conceptually similar to a Distance
Vector protocol, although with hops measured in terms of numbers of ASes, instead of
number of routers;

e it supports CIDR (Classless Inter Domain Routing);

e it determines optimal paths through a very complex selection process, based on metrics of
different kinds;

e due to the presence of different types of metrics, it allows the creation of routing policies both
for outbound and inbound traffic in the AS;

e it allows a reliable exchange of routing information, achieved through TCP connections;

updates are event-driven.

All those features make BGP a routing policy application protocol, rather than an actual routing
protocol. In fact, protocol designers did not consider some of the typical aspects present in IGP
routing protocols when defining it, such as, for instance, speed of convergence, load balancing, etc.
Instead, they focused on making the management of large quantities of IP prefixes scalable — and
succeeded in doing so, if we consider that today, in routers installed in big IP networks, BGP is
capable of managing the exchange of routing information related to hundreds of thousands of IP
prefixes. In this regard, there’s an interesting statement by Yakov Rekhter, who, together with Kirk
Lougheed, may be considered the father of BGP:

“Kirk Lougheed and myself's goal was to build a routing protocol able to convey 1000 routes and not
fall into pieces. If you think the total routes being today in the Internet, we pushed the envelope a bit.”

The purpose of this chapter is explaining some of the key definitions to understand BGP, and,
above all, define an operating model that will be constantly referenced in the next chapters.

1.1 HISTORICAL NOTES

In the early days of the Internet, what is today known as the “network of networks” was actually
a single network — ARPANET, developed at the end of the 1960s — and its satellite extension
— SATNET, developed in the mid-1970s. Routers — which were called gateways back then —
exchanged routing information through a single Distance Vector protocol known as GGP
(Gateway-to-Gateway Protocol), then evolved into RIP (Routing Information Protocol), which
remained for many years the only Internet routing protocol.

As the number of users and nodes grew, it became evident that adopting a model without any kind
of hierarchy was not scalable. A single routing protocol was not enough to manage the network’s
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complexity. Eric Rosen — who worked as Engineer at Bolt Beranek and Newman Inc. at the time
— pointed out (in RFC 827 — Exterior Gateway Protocol (EGP), October 1982) the flat model’s
scalability issues, and the need to adopt a hierarchical model, dividing the Internet into a set of
ASes, i.e. networks managed by the same administration. One of the ASes — called Core AS —
comprised ARPANET and SATNET, and worked as the Internet’s Backbone. All the other ASes
— called stub AS — were connected by one or more routers (Exterior Gateways) to the Core AS.
Generally speaking, communication between stub ASes occurred through the Core AS. The
exchange of routing information between ASes was delegated to a new protocol, standardized in
RFC 827.

However, in a matter of years, due to the continuous growth of the Internet, EGP revealed many
limitations, essentially linked to the fact that it had been designed based on the Internet Hub-and-
Spoke model (all the stub ASes (Spoke) connected to a single Core AS (Hub)). Among them:

e the lack of loop avoidance mechanisms;

e the fact that only classful routing was supported (RFC 1817 — CIDR and Classful routing,
August 1995);

e the fact that the routing information communication mechanism was based, as in Distance
Vector protocols, on periodic transmission of the entire IP routing table to the nearest
neighbors (the timeframe was set to 2 minutes);

e the impossibility to define inbound and/or outbound traffic management policies in an AS.

In January 1989, at the 12th IETF Meeting in Austin, Texas, Yakov Rekhter and Kirk Lougheed —
Head Researcher at IBM’s T.J. Watson Research Center the former, and Engineer at Cisco Systems
the latter — sat down at a table (according to “The Packet” newsletter, Volume 1, Number 2,
published in Winter of 1989 by Cisco Systems, Leonard Bosack, Cisco co-founder, was also with
them) and laid the foundations for a new inter-AS routing protocol — Border Gateway Protocol
(BGP) — jokingly called The Two-Napkin Protocol, because BGP’s initial project was drawn on
some restaurant napkins (which, some say, were even soiled with ketchup!).

Lougheed himself shed some light on this episode, by stating: “After I wrote up the notes on two
napkins, I made a second copy, also on napkins. I gave Yakov that first copy and took the second
copy for myself. Apparently Yakov made photocopies of his napkins and these photocopies are
the origin of the images youve seen. Having no sense of history, I discarded my napkins at some
point.”

Photocopies of the drawings contained in those napkins are now displayed on the walls of the
Routing Protocol Development department, in Cisco Systems headquarters in Santa Clara, CA.
They are shown in Figure 1.1.

In a short while, the first practical implementation of BGP was created from this draft, and then
the first standard, defined in RFC 1105 — 4 Border Gateway Protocol (BGP), June 1989, written
by Yakov Rekhter and Kirk Lougheed.

NOTE: In Lougheed’s words: “Once back home I started drafting what eventually became
RFC 1105. Yakov and I passed that document back and forth while developing and refining
our own implementations in a classic iterative process. By the time RFC 1105 was published
there were two implementations, my Cisco router implementation and Yakovs IBM router
implementation on the NSFnet backbone. We naturally tested for interoperability. I think the
gated implementation came out after RFC 1105.”

10
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The standardization process involved several stages, which led to the definition of a second and
third version, published in RFC 1163 of June 1990 and in RFC 1267 of October 1991, respectively.
Version 4 — the final one — was published in March 1995, in RFC 1771 — A Border Gateway
Protocol 4 (BGP-4), written by Y. Rekhter and T. Li, who worked for Cisco Systems. RFC 1771
was rewritten in January 2006 by the same authors, alongside S. Hares, in RFC 4271.

From Rekhter and Lougheed’s napkins was born the most important protocol of today’s Internet,
the one that glues the “network of networks” together. BGP-4 is de facto the standard protocol,
universally employed as inter-domain routing protocol. Over the years, it underwent continuous
updates, which enhanced its functions, stability and scalability.

Despite being created as an inter-domain routing protocol, over time, BGP expanded its field of
application, and today it is employed:

e in modern public networks of big ISPs (Internet Service Provider), where it plays a key role
in the overall routing architecture, because — thanks to its proven scalability — it has turned
out to be a very efficient tool also to distribute IP prefixes external to the AS inside an AS;

e in the control plane of VPN services based on the BGP/MPLS model;
e as an access protocol of private networks (Enterprise networks) to ISP networks.

Without fear of contradiction, we can say that BGP is the most important routing protocol for I[P
networks.
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At an Internet Engineering Task
Force (IETF) conference last
January, Kirk Lougheed and Len
Bosack of cisco and Yakov Rechter
of IBM sat down in the meeting
hall cafeteria and wrote a new
routing protocol. What has since
become RFC 1105, the Border
Gateway Protocol (BGP), is still
known to some as the “Two-Napkin
Protocol,” in reference to the

RFC 1105, The Border
Gateway Protocol, is still
known to some as the
Two-Napkin Protocol.

handy medium upon which the
engineers first drafted it.

According to Lougheed, cisco’s
director of software engineering,
BGP developed as a solution to
the deficiencies of EGP. The prob-
lem evolved with the exponential
increase in the number of Internet

A Tale of Two Napkins

hosts, and with its expanding
topology. “The Internet Protocol
suite succeeded beyond anyone’s
expectations,” Lougheed explains.
“EGP was simply not designed
to handle networks of this size.”
With the Internet’s diversification
and expanding routing domains,
network managers soon needed to
execute some control over their
resources by introducing different
types of user policies. EGP made
no provisions for such policies. Nor
did it scale to large numbers of

networks. The networking com-
munity began to express a degree
of concern that the core rout-
ing system would simply fail at
some point. Moreover, EGP
showed further signs of weak-
ness as increasingly large rout-
ing updates were sent over the
Internet. Datagrams contain-
ing these updates outgrew the
ARPANET’s maximum transport
size of 1008 bytes, thus requiring
fragmentation before transmission.
continued on p. 6

cisco Makes Bold Entry to OSI Marketplace,
Designs Largest 0S| Network Demo to Date

The most complex OSI network
ever assembled ran throughout the
Interop 89 tradeshow this year in
the San Jose Convention Center,
Northern California. All together,
about 14 vendors supporting the
OSI network protocol successfully
interconnected their systems to

form the Interop OSI demo net-
work.

cisco played a major role in the
triumph of the OSI demo. Routers
from cisco — running the ISO
CLNS (Connectionless Network
Services) protorol — managed
continued on p. 3
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Through the eyes of a modern provider, we must admit that BGP, despite its best intents, was born

Figure 1.1 b — The Packet.

with an original sin: it assumes that all Internet networks are reliable secure.

The fact that it has been created before security (in a broad sense) became an issue, has marked its
development since the 1990s. This aspect — which we will explore in depth in Chapter 10, when
we talk about security — can be easily summarized in Internet expert Randy Bush’s scathing yet
spot-on line: “You 're in Hackerville here on the Internet. Period. All of this stuff lacks formal

discipline. It's paint and spackle”.

12



Chapter 1: Introduction

1.2 DEFINING AN AUTONOMOUS SYSTEM

An Autonomous System (AS) is a set of routers managed by a single entity which usually (but not
necessarily!) employs a single, internal IGP (Interior Gateway Protocol).

From a technical standpoint, we can find its definition in RFC 1930 — Guidelines for creation,
selection, and registration of an Autonomous System (AS), March 1996, that reads:

“An autonomous system is a group of one or more IP prefixes, managed by one or more network
providers, with a UNIQUE and WELL-DEFINED routing policy.”

NOTE: IGP are routing protocols used within an AS. The most used protocols in today’s enterprise
and ISP networks are OSPF and IS-IS Link State protocols. IGPs now considered obsolete are RIP
and EIGRP; the latter was a Cisco proprietary protocol, subsequently standardized (RFC 7868).

From the outside world, an AS is seen as a single entity identified by a number, coded at 16 or 32
bits, and assigned by five RIRs (Regional Internet Registries): RIPE (Europe, Western Asia and
former URSS), APNIC (Asia-Pacific Area: Central Asia, South-east Asia, Indo-China, Oceania),
ARIN (North America, Atlantic Islands), LACNIC (Central-South America, Caribbean), AfriNIC
(Africa).

The exchange of routing information between ASes occurs through protocols from the EGP
(Exterior Gateway Protocol) family, which today, in practice, consists only of BGP. Figure 1.2
below shows the relationship between IGP, EGP and ASes.

IGP-Y

AS X AS Y

Figure 1.2 — Relationship between IGP and EGP and ASes.

Until 2007, the AS numbers available were only those taken from a 16-bit space that fell within
the 0 - 65535 interval. However, only those between 1 and 64511 could be publicly assigned (and
not every one of them, see the next note). Values between 64512 and 65534 cannot be assigned
to public ASes (i.e. directly on the Internet), and are reserved for private use. The last value,
65535, is reserved (RFC 7300 — Reservation of Last Autonomous System (AS) Numbers, July
2014). Generally speaking, they are assigned by ISPs to customers that use BGP as an access
protocol to their network. Value AS=0 is reserved to certain BGP security aspects (see RFC 7607
— Codification of AS 0 Processing, August 2015), covered in Chapter 10.

NOTE: Values between 64496 and 64511 cannot be assigned to a public AS; they are reserved
to documentation (RFC 5398), and will be used extensively in this textbook. Number 112 is also
unavailable (RFC 7534 — AS112 Nameserver Operations, May 2015), as it has been destined
to the special purpose of hosting anycast instances for authoritative DNS servers for reverse
resolutions of IPv4 and IPv6 address spaces that cannot be routed on the Internet (for instance,
those described in RFC 1918 — Address Allocation for Private Internets, February 1996, but not
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BGP: From Theory to Practice

only those). AS number 23456 (better known as AS TRANS) cannot be freely assigned, because
it is used to facilitate communications between a router that doesn’t support the 32-bit AS
notation, and one that uses a 32-bit AS (RFC 6793 — BGP Support for Four-Octet Autonomous
System (AS) Number Space, December 2012). More details on this in Annex A.1.

The limited availability of public AS numbers led to a 32-bit expansion of the AS number,
standardized in RFC 4893 — BGP Support for Four-octet AS Number Space, May 2007.

NOTE: AS representation was done through a 16-bit number, and then through a 32-bit number
(e.g., the AS number 65551 can be represented as 65551 in the asplain format or as 1.15 in the
asdot+ format), as regulated by RFC 5396 — Textual Representation of Autonomous System (4S)
Numbers, December 2008. For further details, see Annex A.1.

Evenin the 32-bit space, ASes have special use reserved numbers. Indeed, the 65536-65551 interval
is reserved to documentation, see RFC 5398 — Autonomous System (AS) Number Reservation for
Documentation Use, December 2008, the 4200000000-4294967294 interval (approx. 95 million
ASes) is for private use, see RFC 6996 — Autonomous System (AS) Reservation for Private Use,
July 2013, and the last, number 4294967295, is reserved to possible future uses, see RFC 7300 —
Reservation of Last Autonomous System (AS) Numbers, July 2014,
Based on their outgoing connection and on how transit traffic is processed, ASes can be classified
into:

e single-homed ASes: characterized by a single (stub AS) or redundant connection toward only

one other AS;

e multi-homed ASes: characterized by more than one connection toward several ASes.

NOTE: In the literature, definitions are not always concordant. Indeed, very often, redundant
connectivity toward a single AS is also defined as multi-homed. For the sake of clarity, in this
textbook, we prefer to use the term home for an AS, hence our classification .

1.2.1 Single-homed AS

A single-homed AS is characterized by a single connection, or, as it generally occurs in practice,
a redundant connection toward another AS. In case of single connection, we talk about stub AS.
A typical example of stub AS is a private network AS, or a small ISP connecting to the network of
a larger ISP, through a single connection. A stub AS with a single connection toward the ISP does
not need to know all the Internet prefixes. In fact, with a single connection pointing outside (see
Figure 1.3), reachability of the prefixes outside the AS can be guaranteed through a simple default
route on the access router connected to the ISP’s network.

Therefore, in theory, a stub AS doesn’t need to use BGP on its access router to exchange routing
information with the ISP to which it is connected. Some stub ASes use BGP anyway as access
protocol, even in similar situations, to compensate, for instance, for Level 2 network deficiencies
(e.g. access via an Ethernet network, where convergence may be slow).
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1
I Access network —@
- ISP

~——— - ——

————————

- ——

Figure 1.3 — Single-homed AS with single connection (stub AS).

In case of redundant connections (fault-tolerant), in order to optimize the stub AS inbound/outbound
traffic, it is convenient to use BGP. We will go over those aspects in Chapter 7.

1.2.2 Multi-homed AS

As we were saying, typical examples of a multi-homed AS include private network ASes, or small
ISPs, that connect to the network of two or more public ISPs for reliability reasons, or ISPs that
exchange IP routing information with more than one AS (see Figure 1.4). The exchange of routing
information between ASes occurs through BGP, or rather, as we will see in the next chapter,

through BGP sessions.
We can identify two types of multi-homed AS:

e multi-homed Transit ASes: they allow exchange of traffic between different ASes, using their
own resources as transit;

e multi-homed Non-Transit ASes: they do not allow external traffic to transit on the AS.

NOTE: Foran AS, transit traffic is defined as the set of IP packets with both source and destination
addresses that do not belong to any of the IP subnets used by the AS.

=<
@\

BGP sessions

AS X /
s &
~G ISP2

(AS Z)

Figure 1.4 — Multi-homed AS.
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BGP: From Theory to Practice

A multi-homed AS becomes a transit AS when it propagates BGP advertisements of the prefixes
received by other ASes. For instance, in Figure 1.5, the three ASes X, Y and Z have prefixes (P1,
P2), (P3, P4) and (PS5, P6), respectively. AS X receives information on how to reach prefixes (P3,
P4) from AS Y, through BGP advertisements. If AS X propagates the information received from
AS'Y toward AS Z, AS X automatically becomes a transit AS for IP traffic from AS Z toward AS
Y’s prefixes (P3, P4). In the same way, if the prefixes (PS5, P6) AS X receives from AS Z were
propagated toward AS Y, AS X would automatically become a transit AS for IP traffic from AS'Y
toward AS Z’s prefixes (P5, P6).

In order to prevent a multi-homed AS to become a transit AS, it is sufficient that it does not
propagate the advertisement from other ASes. In particular, a multi-homed non-transit AS only
announces its own prefixes outbound. For instance, in Figure 1.5, AS X, to prevent becoming a
transit AS for traffic exchanged by AS 'Y and Z, should only announce its own prefixes, and avoid
propagating (as in the example above) the prefixes received from AS Y and Z.

NOTE: It is worth mentioning that possible BGP configuration errors on the network of a
multi-homed AS could cause unpleasant situations. Indeed, if an AS involuntarily acts as a transit
AS for other units, it would mean that it is surrendering part of its Internet access bandwidth.
On the other hand, if an AS voluntarily exploits the configuration error of another AS, it would
engage in unethical behavior. We will go back to this in Chapter 10.

In multi-homed ASes, it is a good practice to use BGP for its loop prevention and routing policy
definition properties. Those aspects will be treated further in Chapter 7.

ISP 1
(AS'Y)
et @ P3, P4
S
BGP sessions
AS X P1, P2
S/ _
P3 P4 >z P5, P6
ISP 2
(AS Z)

Figure 1.5 — Multi-homed Transit AS.

1.3 BGP AND THE INTERNET ECOSYSTEM

The entire Internet can be modeled as a flow graph, where nodes consist of ASes, and connections
between nodes consist of BGP sessions (Figure 1.6). BGP sessions are logical connections between
routers, on which routing information is exchanged. This information, suitably propagated
between all ASes, allows reaching all system devices (hosts), and therefore the entire great ocean
of information on the Internet.

Routing information comprises pairs of the following kind: <IP prefix, prefix length>. For the sake
of simplicity, in this textbook we will refer to those pairs simply as IP prefixes, using the classic
notation “IP prefix/IP prefix length” (e.g. 203.0.113/24). Every AS injects a set of IP prefixes — that
is, IP address blocks generally assigned by a RIR to the AS administrator (or at least, that’s how
it should be) — into the system.
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NOTE: Observing the hierarchy when managing numerical resources (hierarchy that from
IANA proceeds to RIRs, and from those to NIR/LIR) is essential for Internet operation. In fact,
it is worth remembering that, failing to observe the hierarchy can cause service interruptions in
particular areas of the Internet, at best, and, in worst case scenarios, it can unleash illicit behavior
that constitutes punishable crimes.

Logically announced prefixes within an AS are automatically propagated (unless routers are
instructed to behave otherwise) on the different BGP sessions, following the rules described in
Paragraph 2.1. Propagation can be seen as a selective flooding mechanism, through which 1P
prefixes are spread to all ASes of the Internet system.

In order for the system to work, it is not necessary to spread all IP prefixes to all the routers on the
Internet. The type of prefixes to spread and their recipients basically depend on the AS topology
and function. For instance, as mentioned earlier in Paragraph 1.2., it is not necessary to spread all
the IP prefixes of the Internet world to the routers of a stub AS. Because of the way the stub AS is
connected to the AS graph, it just requires a default route that allows it to reach one AS, which in
turn is capable of reaching all the Internet prefixes, through a given path.

QAS

<----+> BGP sessions

Figure 1.6 — Internet model.
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1.3.1 Relationships between ISPs: peering and transit

One of the main issues of the Internet — already known in the days of the old telephone world — is
how to connect all devices (PCs, smartphones, tablets, servers, etc.) that have a public IP address
(i.e., directly connected on the Internet) scattered throughout cyberspace.

According to Martin Libicki — cybersecurity expert — cyberspace consists of three layers:

physical: the physical components of cyberspace (underwater cables, antennas, satellites and
optical fibers, etc.);

syntactic: protocols, rules and natural properties governing the operation and interaction
between the different physical components of cyberspace;

semantic: the result of the interaction between the first two levels is what gives meaning to
the processes of the underlying levels, ensuring their operation.

Obviously, it is inconceivable that each ISP, when reaching all the different devices connected
to the networks of the other ISPs, is directly connected to all other ISPs worldwide. There must
necessarily be an interconnecting mechanism, with different networks acting as transit for the
other networks. Interconnection can be direct or indirect (transit), through one or more networks
that accept to transport traffic.

There are two kinds of interconnection agreements between ISPs:

Peering: two or more ISPs interconnect directly to one another, to exchange traffic between
their clients. This is often done without interconnection or traffic charges (in the literature,
these are called settlement-free agreements). Please note that peering is a non-transitive
relationship, i.e., if ISP-A has a peering agreement with ISP-B, and ISP-B has a peering
agreement with ISP-C, this does not imply that ISP-A has a peering agreement with ISP-C.
Peering agreements are exclusively between two ISPs (bilateral). What’s more, in such a
situation, ISP-A cannot use ISP-B as transit to exchange traffic with ISP-C.

Transit: an ISP accepts to transport the traffic originated by an ISP and directed to another
ISP. Since no ISP directly connects to all the other ISPs, an ISP providing a transit service
will deliver part of the traffic indirectly through one or more transit ISPs. The transit service
provider usually receives economic compensation for the service.

Figure 1.7 below, shows the difference between peering and transit relationships.

18

Peering - E
E ISP’/-\_ ———————————— “TISPB
« & ISP-C Trane;
E et SR P St (¢
!\ ’—’_, \$ ) /!
B ISPA -7 Te..1spB —E

Figure 1.7 — Relationships between ISPs: peering and transit.



Chapter 1: Introduction

1.3.2 Internet eXchange Point (IXP)

An Internet Exchange Point (IXP), traditionally known as NAP (Network or Neutral Access Point),
is a physical infrastructure that allows different ASes to exchange Internet traffic between one
another.

NOTE: Whether they are commercial or not, in general, European IXPs are managed neutrally
with respect to their participants. If a participating ISP or carrier or content network owned and
managed the IXP, potential conflicts of interests could arise. Neutrality is the reason for the
success of many big Northern European [XPs.

By promoting AS interconnection through peering agreements that are usually free of charge (at
least until the power relations between the ASes involved are balanced), an IXP allows ASes to
save part of the bandwidth they buy from their Upstream Providers, with efficiency and reliability
gains.

NOTE: An Upstream Provider is generally a big transit ISP that provides access to the Internet
to a local ISP or content network.

The main purpose of an IXP is allowing ISP networks to connect to one another directly, rather than
making traffic pass through one or more external Upstream Providers. This offers the following
advantages:

e Speed: a direct connection between two ASes, without intermediate passages, minimizes the
latency of the packets crossing them, improving network performance, especially toward all
real-time interactive or content applications.

e Efficiency: diversifying the connections of an Internet provider toward the rest of the ISPs,
allows for greater routing control (by enhancing local Internet connectivity and security),
increased network infrastructure redundancy, and therefore a higher number of possible paths
toward a given destination.

e Cost: fixed costs related to being associated with an IXP (including interconnection costs
toward the IXP data center and toward the Fabric) are generally lower (per exchange
bandwidth unit) compared to Internet transit costs. Most of the times, peering agreements
between participants to an IXP take place free of charge, which makes access to the Internet
cheaper, and therefore available to a larger number of end users in a certain country or region
(think about developing economies).

The typical infrastructure of an IXP — also called IXP Fabric — consists of one or more switches
to which different participants connect their routers. In addition, it might include servers through
which the IXP provider offers additional services to its participants (e.g. aggregate and target AS
traffic statistics), as well as services that allow for correct Internet operation: e.g., anycast replicas
of root name servers and analysis tools such as Routing Information Services (RIS), managed by
Regional Internet Registries and hosted precisely inside the IXP infrastructures.

NOTE: The most used switching technology in IXPs has switched from ATM (very popular in
the 1990s) to Ethernet. Some IXP migrated to more scalable solutions, such as the IP Fabric with
VXLAN transport and EVPN control plane.
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SRV-1

SRV-2
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Server for IXP services

< - bilateral BGP peering ISP-2 ISP-3 ISP-4

< --»> multilateral BGP peering

Figure 1.8 — IXP infrastructure.

Through BGP, routers establish peering agreements that allow ISPs to exchange Internet traffic.
Peering agreements are called bilateral, when they are established directly between ISPs. There
might be numerous bilateral agreements, therefore, in order to reduce them, [XPs make special
devices called Route Servers available, which are used to reflect BGP advertisements from one
ISP to all the other ISPs. So an ISP, instead of managing N-1 peerings, where N is the total quantity
of ISPs within the IXP it wants to exchange routing information with, just needs a BGP peering
toward a Route Server, or rather, by redundancy, two BGP peerings toward two Route Servers, to
drastically reduce the number of BGP peerings. In this case, we talk about multilateral agreements.
As mentioned earlier, the main purpose of an IXP is providing a physical infrastructure, through
which network providers can interconnect and exchange traffic, gaining common advantages.
Over the years, the role of IXPs has changed. Through an increasingly broader and diversified
participation, they expanded their services from simple peering to facilitating a market where
participants can purchase different services they need from other participants (e.g., DDoS
mitigation services as well as access services). On one hand, this new nature is a strength for
IXPs, which can attract more and more providers (which consider participation as a new business
opportunity); on the other hand, participants can benefit from a broader service range.

1.3.3 ISP Classification

The ISP classification generally accepted among networking professionals was first drafted in
An analysis of internet inter-domain topology and route stability, published in 1997 by Ramesh
Govindan and Anoop Reddy. Then, a more structured definition can be found in Geoff Huston’s
article, Interconnection, Peering, and Settlements of 1999:

o First level (Tier-1): An AS (usually, though not necessarily, an ISP) capable of connecting
to the entire Internet, without purchasing transit services from other ISPs (transit free). Tier-1
ISPs generally have peering agreements between them, and do not use the default route.
Therefore, this group of ASes (very few, less than 20 worldwide) is often called Default Free
Zone (DFZ).

e Second level (Tier-2): a network communicating with the other networks, by purchasing
at least two IP transits to reach the entire Internet. Possible examples are big national ISP
networks. Tier-2 ISPs too, generally have peering agreements between them. Usually, peering
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between Tier-2 ISPs occurs through direct private connections (PNI — Private Network
Interconnection), often achieved using the passive interconnection infrastructure (MMR,
Meet-Me-Room). In this case, we talk about private peering, as opposed to public peering,
where ISPs connect using the IXP Fabric.

e Third level (Tier-3): a network that must necessarily purchase a right to transit from other
networks (at least two) to reach the Internet. Usually, Tier-3 ISPs work within a limited
territory (usually a region), and are very aggressive in their pricing policies. Their clients
generally include retail or small businesses. Usually, Tier-3 establish peering agreements with
Content Providers; interconnection often occurs within the IXP, and prefixes are exchanged
through Route Servers (Content Providers, with their PoP scattered throughout the world,
try to limit the number of BGP sessions, by enabling bilateral sessions only above a certain
traffic threshold).

NOTE: The need to have at least two transit relations with other independent systems is one of
the requirements a RIR may request in order to assign an AS number. See document RIPE-679 —
Autonomous System (4S) Number Assignment Policies, March 2017, that reads: “4 network must
be multi-homed in order to qualify for an AS Number.”. The RIR established practice consists
in deeming even the subscription of a transit agreement with two different independent systems
sufficient, without necessarily requiring the interconnections to be operational.

There are many reasons why network professionals use level hierarchy to describe the network,
the most important being a greater understanding of the political and economic reasons behind a
network, based on how and with whom it communicates.

NOTE: We should specify that the classification suggested and used herein, only aims at showing
what we observe every day in the Internet ecosystem. This means that, since the Network is
perpetually changing, an independent system can shift from one category to the other, based on
the expansion and growth policies it applies.

1.4 BASIC OPERATION

BGP’s basic operation is very simple, and, in some ways, it resembles the old RIP. Each router,
after establishing some sort of relationship with another router — belonging to the same AS or not —
informs it of the IP prefixes it can reach, by linking to each prefix a distance measured in terms of
number of ASes it needs to cross, to reach the AS originating the prefix.

The relationship that a router establishes with another router is called BGP session. Inside a
BGP session, routing information is exchanged through special protocol messages, called BGP
UPDATE, to which a set of BGP attributes may be associated. Some of these attributes are
mandatory, while others are optional (see Chapter 2), and they have different functions, the most
important being the definition of suitable traffic management policies.

UPDATE messages can also be used to notify the need to eliminate (withdraw) the advertisements
of a previously sent prefix to the other routers, due to the impossibility of finding available
paths toward those prefixes. This BGP behavior would lead to network instability, due to the
route flapping phenomenon — close advertisements and withdrawals of the same IP prefix, due
to close up/down transitions of a BGP session. Route flapping causes a significant engagement
of the routers” CPU on the entire network, due to the propagation of UPDATE messages. If not
properly regulated, this phenomenon could lead to serious operating issues on the entire Internet.
In Chapter 8, we will see how the Route Flap Damping mechanism (although this topic generated
much discussion among experts) helps to mitigate the instability caused by route flapping.
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Even the aggregation of IP prefixes — which we’ll see in Chapter 5 — can be a valid tool to ensure
stability.

Figure 1.9 below summarizes the basic operation described herein. In the figure, the BGP table is
a memory area where the router keeps the BGP advertisements received from each neighbor with
whom it has established a BGP session.

1.4.1 BGP as Path Vector protocol

Generally, IP routing protocols fall within two categories: Distance Vector and Link State. In
Distance Vector protocols, the routing process announces the “Distance Vector” to its neighbors,
comprising a set of elements, where each element is a <IP prefix, distance> pair. The IP prefix is
a reachable prefix (i.e., there is a path to reach it in the IP routing table), and the distance is the
minimum cost to reach it, calculated by each type of routing protocol in the relevant manner. For
instance, RIP — the first Distance Vector protocol ever developed — uses the Hop Count metrics to
calculate the minimum distance, meaning it measures the distance in terms of number of routers
to cross to reach the one where the IP prefix is located, by applying the Bellman-Ford algorithm,
formulated in the mid-1950s. On the other hand, Link State protocols employ a more sophisticated
criterion to determine the optimal paths. First, they determine the network topology, through a
relevant message exchange, then the metric related to each connection, and lastly, based on the
SPF (Shortest Path First) algorithm — created in 1959 by Dutch mathematician Edsger W. Dijkstra
— they calculate the minimum cost path. The two most important examples of routing protocols
based on the Link State algorithm are OSPF — Open Shortest Path First (version 2 in RFC 2328;
and version 3 in RFC 5340, which supports IPv6) and IS-IS — Intermediate System to Intermediate
System, in ISO/IEC 10589:2002.

AS X | Advertisement P1,> AS Y

P1, P2
BGPPﬁable BGP table
Advertisement P3, P4 | P1

P2

P2

P3
¥
Withdraw P4 | 4

P3

< — » BGP session

Figure 1.9 — Basic BGP operation.

Even though its operation resembles a Distance Vector protocol, BGP does not actually belong
to the Distance Vector type, nor to the Link State type. It belongs to the Path Vector type. The
reason behind this, is the presence of a special attribute — the Path Vector (which, as we will see,
is actually called AS PATH) — a sorted list (Vector) of the AS crossed by the BGP advertisements.
Path Vector indicates the path to cross to reach a prefix, in terms of ASes. For instance, in
Figure 1.10 below, prefix 192.0.2/24, belonging to AS 64503, will be announced to AS 64501 both
by AS 64502 and by AS 64505. In the first advertisement, the Path Vector is [64502 64503], while
in the second is [64505 64504 64503]. This is why BGP is referred to as a Path Vector protocol.
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BGP advertisement
Prefix: 192.0.2/24

BGP advertisement Path Vector: 64503
Prefix: 192.0.2/24
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Figure 1.10 — The Path Vector attribute.

We will see later on how the Path Vector plays an essential role in BGP operation.

From the basic operation description above, we can notice once again how BGP is conceptually
very simple, and maybe this explains also why it is so flexible. The complex part of BGP concerns
one of the essential aspects it was designed for, that is its routing policy definition applications.
And this is surely the most important and interesting aspect in this protocol.

1.4.2 Selecting the best path

Generally, as shown in the example in Figure 1.10, a router receives advertisements of the same
prefix from different sessions. The advertisements of all prefixes exchanged are stored in certain
memory areas, linked to each BGP session (see Section 1.4.3), and then subject to possible
handling through BGP attributes and/or by applying filtering policies. The BGP process within
each router chooses the best path among all the advertisements of the same prefix; the best path
(and only that) is propagated on the BGP sessions, following specific rules that we will see in
Paragraph 2.1.

The best path is selected according to a well-established and sorted sequence of choices, based on
different metrics or advertisement properties. This sorted sequence of choices is called the selection
process, and it generates a unique best path, in the end. For instance, referring to Figure 1.10, the
routers of AS 64501 have two possible paths to reach prefix 192.0.2/24: they can transit through
AS 64502 or through AS 64505 and AS 64504. Which path should they choose? Intuitively, we
should choose the shortest path. Since BGP does not give us any information on the AS internal
layout, we can define the shortest path as the one that crosses the fewest ASes. According to this
criterion, the best path would be the one using AS 64502 as transit.

However, are we sure that it wouldn’t be more convenient for AS 64501 to transit through
AS 64505? Some of the reasons could be a higher bandwidth available, more advantageous
business agreements, and so on. Through the selection process (more on this in Paragraph 2.5),
BGP makes a series of metrics available, to manage the selection and choose the best path for the
AS administrator’s requirements.
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1.4.3 BGP Process Model

The BGP process within a router can be modeled as shown in Figure 1.11 below, and it comprises
the following macro-blocks:

e Adj-RIB-in: memory areas linked to each BGP session, where advertisements received from
BGP sessions are stored (through UPDATE messages).

e Input Policy Engine: a set of inbound routing policies applied to the advertisements received,
comprising filters on the advertisements and/or BGP attribute manipulation.

e BGP selection process: it chooses, among the advertisements of the same prefix accepted by
inbound routing policies, the best path to reach the prefix.

o Loc-RIB: a table that contains the best paths.

e Output Policy Engine: a set of outbound routing policies applied to the best paths to
propagate on the other BGP sessions, comprising filters on the advertisements and/or BGP
attribute manipulation.

e Adj-RIB-out: memory areas linked to each BGP session, where the outbound advertisements
to be propagated on BGP sessions are stored.

Adj-RIB-in Adj-RIB-out

choice of the
best-paths
= | 4

Adj-RIB-in 5 ,Qg’ Adj-RIB-out
T y = - &
= I
) >
2 BGP selection =
= ey ot
o == I o
< process Q
n-l -~
3 3
W 2
3 3
Q Q

Adj-RIB-in \ / Adj-RIB-out
BGP advertisements filtering and/or manipulation BGP advertisements
received of BGP attributes sent

Figure 1.11 — BGP Process Model.

The partition of the memory used by the BGP process in Adj-RIB-in, Loc-RIB and Adj-RIB-out is
purely logical, and it is the one described in standard BGP documents (RFC 1771 and RFC 4271).
In practical implementations, each device manufacturer manages the memory areas to be assigned
to the BGP process as they best see fit. Hereinafter, for the sake of simplicity, we will define the
BGP table as the set of advertisements deemed valid for the selection process, i.e., the set of all
BGP advertisements received that have been processed by inbound routing policies.

NOTE: The best paths determined by the BGP selection process are not necessarily installed in
the IP routing table (RIB, Routing Information Base) and then transferred to the FIB (Forwarding
Information Base) to be used in traffic forwarding. Indeed, if the same prefix is announced to
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the router via BGP and also in other ways (dynamic routing protocol, static routing, directly
connected prefix), the router chooses which advertisement to install in the RIB, based on a level
of preference assigned by the router to each routing protocol. Please be aware that the level
of preference (known in Cisco documents as administrative distance, or in Juniper documents
as preference value), is a number assigned locally by the router to each routing protocol, and
expressing a level of preference for the protocol. For instance, let’s assume that a prefix Pfx
is announced to the router both by BGP and by OSPF. Which of the two protocols does the
router consider more reliable? In other words, what information <Pfx, Next-Hop> will be
installed in the RIB, the one announced by OSPF or the one announced by BGP? The rule used
by all manufacturers is preferring the advertisement of the protocol with the lowest preference
level. Note that preference level values are assigned by manufacturers according to different
logics, and so it is common to see completely different numbers, which can be varied through a
configuration, if needed.

The complex part in the practical implementation of BGP, consists of two routing policy blocks,
which are the core of the protocol. In Section 1.4.4 below, we will see what routing policy means,
and throughout the textbook we will go over the tools available to implement them, along with
several practical applications.

1.4.4 Routing Policies

One of the main reasons behind BGP’s success as a routing protocol of the networks based on the
TCP/IP architecture, is the option of creating very flexible routing policies that meet (almost) all
the network administrators’ needs.

A routing policy defines the rules adopted by an AS to manage inbound and outbound traffic, and
the BGP advertisement acceptance and sending rules.

There are basically two tools to define a routing policy:

e filtering of BGP advertisements;
e BGP attribute manipulation.

Filtering allows a router to choose what BGP advertisements to accept and/or propagate. Based on
the application direction, filtering can be of two types:

e [nbound: Allows choosing the advertisements to accept and to reject, between all the BGP
advertisements received on the different BGP sessions. The advertisements accepted take
part in the selection process. Vice versa, the advertisements rejected are deemed invalid for
the selection process.

e QOutbound: Allows choosing, between all the best paths determined, which ones to propagate
to the routers with active BGP sessions.

Filtering can also be used to choose which prefixes to redistribute from an IGP protocol to BGP.
Examples of filters are:

e rejecting all advertisements from IP prefixes with too big a mask (e.g., longer than 24 bits);

e not propagating the advertisements of IP prefixes received from a specific AS to other ASes
(e.g., to prevent an AS from becoming a transit AS);

e rejecting all advertisements from prefixes that cannot be routed on the Internet (e.g., private
IP prefixes from RFC 1918, Martian List, etc.).
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Manipulation of BGP attributes allows one to change the value of BGP attributes, according to
one’s needs. Having control over BGP attribute values allows conditioning the choices of the
best path selection process, and therefore defining suitable AS inbound and/or outbound traffic
management policies.

There are many different routing policies, with obvious applications in case of multi-homed ASes
or stub ASes with redundant connections. For stub ASes with single connection, it makes little
sense to speak about routing policies, except for aspects relating to advertisements filtering, since
stub ASes have no alternative ways to manage inbound and/or outbound traffic. Some examples
of routing policies are:

e sending/receiving traffic using a first-choice AS (primary AS), and, in case of loss of
connectivity toward it, using a backup AS;

e balancing inbound and/or outbound traffic between two or more paths;

e choosing the most convenient paths, based on the prefix. For instance, in a primary/backup
configuration, it may be convenient to make traffic toward local prefixes of backup ASes pass
through a backup connection.

The practical implementation of routing policies requires complex configurations that use specific
tools made available by the BGP implementations of the different manufacturers. We will go over
the tools made available by Cisco and Juniper platform later in this book.

Figure 1.12 shows an example of a routing policy application to check the advertisements
received/propagated, and affect the results of the selection process.

Reject 0/0 from AS 64502
AS 64503
Assign all prefixes from AS 64502 Do not propagate 0/0
AS 64501 a grade of greater preference Do not propagate 192.0.2/24 @
to AS 64504
Accept only advertisements of *
prefixes with mask < /24 Assign to 192.0.2/24 towards ‘
AS 64503 Metric=20 L
A 192.0.2/24 (Metric=20)
192.0.2/24 198.51.100/24

203.0.113.0/26
0/0 (default-route)

[

outbound
routing
policies

inbound
routing
policies

P
d

| |
BGP /| best-paths
table h
EE S — —/

Use the default-route of AS 64501

198.51.100/24

192.0.2/24
0/0 (default-route)

To reach 192.0.2/24 use AS 64502 Originate the prefix

198.51.100/24

AS 64502 AS 64504

Figure 1.12 — Example of inbound/outbound routing policies.
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By applying the inbound routing policies specified in the figure, we obtain the following results:

e the default route advertisement sent by AS 64502 is rejected, while the one sent by AS 64501
is accepted;

e the advertisement of prefix 203.0.113/26 sent by AS 64501 is rejected, because the prefix
mask is too big (greater than /24);

e the advertisements of prefix 192.0.2/24 sent by AS 64501 and 64502 are both accepted,
however, the advertisements coming from AS 64502 is assigned a greater preference value
(through the special BGP attribute Local Preference, which we’ll see in the next chapter).

The advertisements accepted are stored, along with their attributes, in the BGP table, and the
selection process is applied to them, with the following results:

e Dest path for prefix 192.0.2/24: AS 64502;
e Dbest path for default route: AS 64501.

NOTE: The BGP table is a set of BGP advertisements, with the purpose of providing information
on how to reach the networks of the different autonomous systems. We should highlight that each
BGP advertisement in the table is linked to the AS that originated it on the Internet.

The BGP table also includes advertisements of prefix 198.51.100/24, which becomes the best
path, as it is the only one present.

Lastly, let’s consider best path propagation only in BGP sessions toward AS 64503 and AS 64504.
Before being propagated, prefixes undergo the outbound routing policies, with the following
results:

e the best path of prefix 192.0.2/24 is propagated only to AS 64503 with metric 20 (through the
special BGP attribute MED, which we will see in the next chapter);

e the best path of prefix 198.51.100/24 is propagated to both AS 64503 and 64504,

e the best path of the default route undergoes an output filtering process and is not propagated
(although it remains in the BGP table).

This basic example shows that there can be many different routing policies, and, if they are defined
well, they can meet (almost) all network administrators’ needs.
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SUMMARY

In this opening chapter, we described the role BGP plays in the Internet ecosystem, and its manifold
applications in Service Provider networks; then, we paved the way for a conceptual model on
which the BGP process operation depends. Everything we presented here will be explored further
in the next chapters.

Worth remembering:

1. BGP’s role in the Internet ecosystem and its applications in the services offered by Service
Providers (e.g. BGP/MPLS services).

2. The concept of Autonomous System and its numbering method. In addition, you should
remember the AS classification into single-homed (stub AS) and multi-homed, and the
further division of the latter into transit AS and non-transit AS.

3. BGP’s basic operation, BGP sessions and the Path Vector protocol. In particular, the BGP
UPDATE message exchange, and the best path selection.

4. The operating model described in Figure 1.11, which will be the logic behind the entire
textbook.

5. And last but not least, what is perhaps BGP’s greatest value, the option of creating routing
policies on AS inbound and outbound traffic.
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The book describes the main aspects of BGP (Border Gateway Protocol) and its most important practical
applications, such as traffic management policies, scalable architectures, stability and security mechanisms,
and its role in big Enterprises and ISP networks. For each topic covered, also the implementation aspects in
Cisco and Juniper technologies are included, essential to fully understand the main mechanisms of the protocol
and its applications. The central idea behind the book is combining theory and practice, to avoid turning it only
into a (debatable) presentation of the standard. This is why, apart from explaining in detail and with many
examples how the protocol works, and its role in IP networks, the book also includes many practical
application suggestions, resulting from many decades of experience.

Main topics covered:

Fundamentals (AS, sessions, messages, attributes, etc.) - Prefix aggregation and filtering -
Inbound/outbound routing policies - Scalability, stability and security aspects - Convergence
functions - BGP in Enterprise and Service Provider networks - The role of BGP in MPLS services
- Basic and advanced implementation aspects in Cisco I0S XE/XR and Juniper JUNOS - BGP
security aspects - Best implementation practices.
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